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Abstract

As the internet provides access to millions of communications in every second around the
world, security implications are tremendously increasing. Transfer of important files like
banking transactions. tenders. and e commerce require special security and authenticated
mechanism in its journey from the sender to the receiver. Recent attention of cryptography
is mainly focused on use of elliptic curves in public key cryptosystems. In these days big
data and its storage in the cloud is a progressing subject. Security and privacy of huge data is
a challenging issue. The present paper explains an innovative block cipher for providing
security to big data using elliptic curve over finite field. Though ECC is becoming popular
day by day due to the reason that it provides same security level with shorter key length as
RSA. it has a drawback that the cipher bandwidth is twice than that of the message. For an
n space message, the cipher is 2n elliptic curve affine points. The present mechanism
besides providing the robustness focuses on reduction of the cipher bandwidth equal to that
of the message.

Keywords:Encrption, Decryption, Elliptic curve over finite field, Chebyshev Polynomial

Group laws of elliptic curve:-On an elliptic curve

I. INTRODUCTION

Use of elliptic curves in public key cryptography
was first designed and launched by Koblitz and
Miller. The principal reason for wide attraction of
the researchers towards ECC is it provides the same
security level as RSA with comparatively shorter
key length, due to the hardness of Elliptic Curve
Discrete logarithmic Problem (ECDLP). Public key
cryptography is computationally very expensive for
small devices unless 1t 1s accelerated by
cryptographic hardware. For cryptographic purpose
elliptic curve 1s defined by the equation

y? =x? +ax + b,4a’+27b’# Oover the finite field Fq of
a prime number q.

Published bv: The Mattinglev Publishing Co., Inc.

E defined over the finite field of integers, addition of
two points uses chord-and-tangent rule to get the
third point [1,2]. The set of all points on the elliptic
curve over the finite field with addition as binary
operation forms an abelian group with 0, the point
at infinity as identity element.

Basic Elliptic curve operations:-

1. Addition Operation: For given two points
P(x1,y1) and ((X2,y2) on the elliptic curve, sum of

P and ( is R(x3,y3) which is the reflection of the
point of intersection of the line through the points

P, q and the elliptic curve about x axis. The same
rule applies to two points P and — P, with the
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same x-coordinate, where points are joined by a

vertical line considered as the intersecting point

on the curve at the point infinity. P + (-P) = =,

the 1dentity element which 1s the point at infinity.
For P# Q. P+ (=R (x5y5) [1.2]

_|Y2=h | _ .
.\'3 = v .\’l .Y2
Where, EE

=y
Vi :(J‘—'l](xl —x3)—}’1
and eI

2. Doubling the point on the elliptic curve:-
Given P (Xi1,y1) on the elliptic curve 2 P i1s the
reflection of the point of intersection of the
tangent line at P and the elliptic curve about x
axis [1,2].

For P # - P, 2 P is given by (X3y3) where

'3.\(12 ta)
Xy =
AL

3 +a)
V; = h 74 (%, —x3) — ¥,
2y,

and

Example of addition of two points and doubling of a
point are shown in the following figures 1 and
figure 2 for the elliptic curve y* = x*-x.

Figure.1: Geometric Addition

P
-

Figure 2: Geometric multiplication

~ /N
AL
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Identity:- P + o0 = o0 + D = P for all E where o is
the point at infinity [1,2].
Negatives:- If P (x.y) is a point on the elliptic curve

then(x.y) + (X,-y) = «. Where (x,~y) 1s the negative
of P denoted by — P [1.2].

Point Multiplication:-Let D be any point on the
elliptic curve over finite field of integers. Then the
operation multiplication of P is defined as repeated
addition [5,6].

kp=p+p+........ k times.

Elliptic Curve Discrete logarithmic Problem
(ECDLP):- The strength of Elliptic Curve
Cryptography depends on the hard problem known
as Elliptic Curve Discrete Logarithmic Problem
[3.4]. For two points P, ( on the elliptic curve over
the finite field and( = x P it is relatively easy to
calculate g for given X and P but hard to determine
X.
Chebyshev polynomial of first Kkind: The
Chebyshev polynomials are orthogonal polynomials
defined as the solution of the Chebyshev differential
equation

(1—-x*)y —xy +1n°y=0
The Chebyshev polynomials of the first kind are
defined by the recurrence relation

T, (x)=1&T(x)=x
T

m+l

then
(x)=2xT (x)-T_,(x) forn=123....

II. RELATED WORK

Several authors explored and came up with many
encryption techniques in the history of ECC. L.D
Singh &K.M. Singh [7] proposed encryption
technique based on elliptic curve cryptography ECC.
In that chapter they paired up the corresponding
ASCII values of the characters rather than classical
technique of mapping the characters to affine points
on elliptic curve. SM Celestin and K. Muneeswaran
[8] suggested the text encryption using ECC. In that
paper they designed a new technique of encryption

by mapping the corresponding ASCII values of the
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message to affine points on the elliptic curve and
adding each message point to ASCII value times the
generator. Balamurugan Et.al. [9] proposed a fast
mapping technique by mapping the message
characters to affine points on elliptic curve and
encrypting each character using ElGamal encryption
with extra parameter a non-singular matrix. Keerthi
K&B. Surendiran [10] suggested an encryption
technique using ECC. In that chapter corresponding
ASCII hexadecimal values of the message are
grouped together to form x and y coordinates and
encrypted in the reverse order to prevent the security
attacks. ObaidurRahaman [11] proposed data and
information security in modern world using ECC to
remove the classical technique of mapping the
characters Omar

to points in affine plane.

Reyad[12]designed a text message encoding

technique basing on computational operations of
affine points on the elliptic curve. SravanaKumar.D
Et.al. [13] designed an encryption algorithm using

with some extra

cryptography

Chebyshev Polynomials have been

elliptic curve
parameters.
recently proposed for assigning public key
cryptosystems. G.J.Fee Et.al. [14] used Chebyshev
Polynomial Ty(x) for replacing monomial x" in
Diffie-Hellman and in RSA algorithms. Chebyshev
polynomial can be mapped into classical discrete log
problem. Based on Chebyshev Polynomial, we get
Cheong [15]

RSA algorithm. Kai-Yuen used

Chebyshev  polynomial to compare chaotic
encryption systems with one-way functions to get

chaos-based
[16]

encryption based on Chebyshev polynomial

new insights for

K.Prasadh Et.al

cryptosystems.

described public key
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Existing Encryption Techniques in Elliptic Curve
Cryptography (ECC):

Several authors proposed many encryption and
message mapping techniques in the history of ECC.
Some are discussed here

Fundamental Technique: In ECC first the message
1s mapped to affine point Py on the elliptic curve
Eq(a,b) over a finite prime field q and Q as
generator. Each point Pn is encrypted to pair of
points to obtain the cipher Cm. A large integer gs< q
1s secret key. The point P = gg*Q. the curve and the
generator point are made public. The sender
encrypts Pm as pair of points

Cl =k*Q, C2 = Py +k™ Pg where k <q 1s a random
integer. Receiver decrypts Pm = C2- qg*Cl1

Later on basing on this fundamental scheme many
techniques were developed.

Scheme 1: In this scheme [17] an elliptic curve
Eq(a,b) and the points on the curve are public. The
alphabets A-Z, the digits 0-9 are given numbers
from 1 to 35 (say m). The sender and the receiver
agree a number as the secret key k. For each m, x is
calculated as x = m*k + I, where I 1s a random
integer. If the point (x.y) exists with the calculated x
value then the character corresponding to m is
mapped to the point (x,y). Otherwise increase I by 1
and repeat the process until we find the appropriate
point. The receiver obtains m as x-I/k.

Scheme2: This is almost close to schemel. In this
scheme [18] message is considered as blocks of M
characters each. All the characters are written as
ASCII equivalent 8 bit binary numbers and written
as a big binary array of length M*8. The equivalent

decimal number of M*8 is determined and it is
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named as x value. Corresponding y value of the
equation y> = x*> +ax + b is calculated. If y has the
solution in the given range of points then the point
(x.y) becomes the cipher. Otherwise increase x by 1
and repeat the process. At the receiving end the
receiver ignores y value, gets the equivalent binary
stream corresponding to X, divides into 8 bits from
the right and writes the corresponding ASCII
characters.

The two message mapping schemes discussed above
are lengthy and exhaustive. Sometimes the solution
for y is obtained after exhausting the set of points
with so many iterations. It causes to increase the
execution time and complexity. Moreover there is a
collision problem that two different blocks of the
message map to same point on the curve. To avoid
the collision problem the authors proposed to
perform the number of iterations as maximum as
possible in the interval of two consecutive x values.
But this is practically impossible. So, these schemes
are vulnerable to chosen plain text and chosen

cipher text attack.

III. PROPOSED METHOD

An elliptic curve Ey(a,b) with q a prime number and
having big order, points Q.2*Q,3*Q and so on (Q 1s
generator point) are made public by the users. In
selecting the elliptic curve the wusers take
precautionary measures to protect the cipher from all
types of frequent physical attacks on ECC like side
channel attacks and fault analysis. To escape from
the physical attacks ECC friendly curves are chosen

basing on the desired features

Published bv: The Mattinglev Publishing Co., Inc.
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(1) To resist against Pohlig-Hellman attack the
orderof the selected curve # Eq(a,b) should not
be factorized into small primes.

(11) The chosen elliptic curve should be non super
singular

(111) Should be non-anomalous. i.e.., the order #
Eq(a,b)=n #q.

In addition the users select the curve having prime

order because if the order is prime the group is

cyclic and every point acts as generator of the cyclic
group. A common code table by  assigning the

ASCII characters to affine points called ASCII

coded EC table is also public. Here ‘r’ is a crucial

number which is an integer computed by the users

from the agreed upon permutation function f(x.y).

They also agree upon to use Chebyshev polynomial

of first kind to find the r value.

Calculation of ‘r’ value as

1. Userl selects a random number o less than
the order n of the curve and finds the point
Pl1= 0Q and communicates to user2 in a

public channel

W]

In the same manner user2 selects a random J3

<n and finds the point P2= PQ,
communicates to userl
3. Userl computes aP2 + R = CR and

communicates to userl where R is a random
point selected by userl

4. User2 retrieves the point R=Cz - P1

n

Both compute the number r = F[xz.yr] where
Xr.yr are coordinates of the point R, and

F[x.y] is agreed function.
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Algorithmfor computing ‘r’ value:

Input: Big random numbers less than the order n,
points on the curve

Output: A Decimal number

Userl User2

Stepl: Begin Stepl: Begin

Step2: Step2:
1. Consider a big|1 Consider a  big
integer o <n integer f<n
1. Find P1 =0Q 1. Find P2 =pQ
1. Consider  random fi1. compute R = (CR - P
point R P1)modq

1v. Compute CR= (oP2 | Step3: After obtaining R

+ R)modq Step3: Find r =f(xR.yR)

Step3: Find r =f(xR.yR)

Encryption:

Suppose userl wants to transmits the message m to
Bob all the characters are coded to affine points on
the elliptic curve using the above common look up
table and are divided into blocks of agreed length
say L [P(L.1), P(1.2), P(L.L)], [P(2.,1), P(2,2),
P2.L)], ...... [P(n,1), P(n,2), P(n,L)]

where n is the number of blocks and L is the block

length.

First block encryption:

1. Alice selects L random numbers al, ao2....aL
Jinds the points A1,A2,.....AL and transmits to

Bob in public channel where Al = al*Q, A2=
02*Q and so on AL = aL*Q

Published bv: The Mattinglev Publishing Co., Inc.
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2. Similarly Bob selects random numbers
B1.B2.....pL, finds B1=p1Q, B2=p2Q and so on
BL= BLQ and communicates to Alice.

3. Alice encrypts the first data block as C(1.,1) =
Tl(r)* al*B1 + P(1,1) C(1,2) = TI(r)* 02*B2 +
P(1.2) and so on C(IL.L) = TI(r)* aL*BL +
P(1.L) L 1s the block length Second data block as
C(2,1) = T2(r)* al*B1 + P(2,1) C(2,2) = T2(r)*
02*B2 + P(2,2) and so on C(2.L) = T2(r)*
oL*BL + P(2,L), L is the block length

4. In general C(n,)) = Tn (r) oj{Bj} + P(n,) n is
number of blocks 1.2,3....kand j=1,2....L

All the cipher points are converted to characters

using the common look up table and communicated

to user2.

Decryption: User2 after receiving the cipher text

1. Divides into blocks of length L each and decrypts
the cipher as

2. P(1,1)=C(1,1) -T1 (r) BLAIP(1,2)=C(1,2)-T1
(r) p2{A2} and so on

3. In general P(n,)) = C(n,) -Tn (r) PjAJ, n is
number of blocks 1,2,...kandj=1toL

Overlapping problem: The only trouble in this

algorithm is overlapping problem. Occasionally

there will be a case that o value and the affine point
corresponding to the message character are same for
two different message characters. That is P(n,1) =

P(n.j) and o (or p)i= a (or B)j for i#. Since Tn(r), n

= 1,2...k 1s same for entire block there will be a

chance that the cipher characters repeat. In order to

prevent the frequency analysis it is suggested to
avoid the repetition a or p value.

Decryption:Bob after receiving the cipher divides

into blocks of length L and decrypts each block as
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D(n,j) =P(n,j) = C(nj) -Tn (r) BjiAj}
=Tn (r) 0j{Bj} + P(n,)) - Tn (r) Bj{A}}

=Tn (1) oj{ PiQ} +M(n,j) — Tn (r) fj{ @jQ} =P(n,))

The affine points are converted to corresponding

ASCII characters to obtain the message.

The steps involved in encryption and decryption

algorithms are shown in the following flow charts

1.2& 3.

Encryption Algorithm

Input : Plain text with all types of characters,
chebyshevpolynomialTn(r)
Output :Cipher text
Step1 : Begin
Step2 : (i) Consider L characters of the message at
a time
(i) Convert all the characters to affine points
on the curve using common look up table
(i) Select L random numbers al, BL less
than n and find L points on the curve AL =
aL+Q, BL = pL+Q
(iv) Exchange AL, BL

March - April 2020
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Reverse mapping algorithm (Decryption)

Input : Cipher Text
Output : Original message
Step1 : Begin
Step2 : (i) Consider L characters at a time
(ii) Convert text characters to affine points
Step3 : P(1,j) = C(1,j) -Tn (r) BjAj, j=1to L

Figure.3
P1=0Q p P2=PQ
CR=(0P2 +R)modq [« R =(Cr—p Pl)modgq
r=f(xR.yR) P r=fxRyR)

Al =al*QA2=2*Q || Bl=p1Q,B2=p2Qand
and so on AL = gL*Q > so on BL=fLQ

Published bv: The Mattinglev Publishing Co., Inc.

Pn.j)=C(nj)-Tn
() BifAjhi=lto L

P(1.2).P(L2).. P(LL) P(21)PQ2).. PRL)... P(n1)P@2). P@l)

Ifn=12. Elsan=k

| ml.m2.m3... |

v

Implementation of the Algorithm: Consider an
elliptic curve y? = x> +3x +27 mod 331 possessing
all the above mentioned desired features for
cryptography whose order is 317. The curve, the
generator point Q = (301,108), and ASCII coded EC

13650



T IHES'T

Engineering & Managemeaent

table by mapping first 256 points to ASCII
characters are declared as public. Let the block
length L be 5 bits at a time.

Alice selects a random number o = 10 and computes
Patice = (279.83) transmits to Bob. Bob selects p =
20 and computes Prop = (225,180) and transmits to
Alice.

Then Alice computes Czr= 10(225,180) + (230,275)
= (150,274) and sends to Bob. Then Bob retrieves R.
Suppose f[x,yJmodq =[x*+y’]modq, then both
calculate r =51

Suppose Alice wants to transmits the first message
*SSSSS” to Bob, she selects 5 random numbers
4,8,16,24,36 and computes five points (206,168),
(256,79),  (31,11),(302,294),  (199,160)
communicates to Bob. Similarly Bob selects =
7,19.23.35,49 and computes (102,149), (44.,40),
(135,309),(118,75),(272,118) and sends to Alice.

and

Encryption: Since the message contains one block
T1(r)= r = 51.The corresponding affine points from
ASCII coded EC table for the characters S is
(39.144). The same ‘S’ character is encrypted as
different cipher characters ‘%o»*0 > communicates
to Bob via public channel.

Decryption: Bob after receiving the cipher ‘%o»*0 °
decrypts the cipher text to affine points on the curve
and coded to corresponding characters from the
ASCII coded EC table.

If Alice wants to communicate the second message

‘GITAM  UNIVERSITYVISAKHAPATNAM-
530045’ it i1s encrypted as the affine points
(291,320),(184,1),(10,323),(136,136),(9,11),(190,51

),
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(295,152),(161,199),(144,278),(112,317),  (9,320),

(51, 10),(24,141),(226,16),(5.,211),(231,3),

(179,326).(60,

8),(114,290),(79,160).(114,41),(301,223), (228,

280), (256,252),(293,283),(53,160), (98, 255), (44,

291), (139, 256), (273,32),(150,57) (198,100),

(252,250), (195,147). If the cipher points fall out of

the range of ASCII code table either we consider

UNICODE table in place of ASCII table or the

points are transmitted as cipher text directly without

converting to characters.

Salient features of a good encryption are

1. Required level of security to protect against all
varieties of attack goals

2. Best performance in various dimensions

3. Computation and Communication overhead as
low as possible

How the present cipher has achieved all these

character is detailed below

IV. SECURITY ANALYSIS:

The main expected feature of an encryption
algorithm is strong security attribute. The present
designed algorithm is free from all types of known
cryptographic attacks. In conventional ECC the
message characters are mapped to a point Pm on the
curve and Pm is encrypted as pair of points Cm
where the same characters always goes to the same
pair of points. So, there is always a threat of
frequency analysis. In the proposed algorithm the
plain text is encrypted taking L characters at a time.
Each character in those L characters is encrypted
with different o value and for each block ‘r’ value
changes which 1s calculated from Chebyshev

polynomial
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rl = T1(r) for the first block, 12 = T2(r) = 2r? -1 for
the second block. ...

Tn(r) = 2rTn(r) =T(n-1)(r) for n® block. Since o
value changes for all characters in the block and ‘r’
1s different for different blocks there is no chance of
repetition in the cipher even for the repeated plain
text. It 1s clear from the two given examples that
there is no repetition of cipher points Cm. In the first
example “SSSSS’ the same S’ character 1s mapped
to five different ‘%o»0 * characters. In the second
example the alphabet A is repeated five times, I.T
are repeated thrice each. Not even single point is
repeated in the cipher. These two examples are two
evidences that the present ECC algorithm i1s strong
against frequency analysis. General attacks like
chosen plain text attack and chosen cipher text
attack are more effective if there is one-to-one
relation between plain text and cipher text which
helps in the frequency analysis. Though our
proposed algorithm is one-to-one mapping technique
it avoids unigram, bigram, trigram and four gram
frequency analysis. So, chosen plain text and chosen
cipher text attacks are highly impossible here. In
cryptography timing attack is a side channel attack
where the adversary breaks the cipher by observing
the response time for various messages. Here the
execution time for various different messages with
same size 1s calculated for many trials. It 1s found
that the execution time is different for different same
size messages. The following graph shows different
execution time for different same size messages.

This assures that the side channel attacks are

impossible to implement for this algorithm.

Published bv: The Mattinglev Publishing Co., Inc.
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number of Trials

The hardness of ECC depends on the strength of

Elliptic Curve Problem

(ECDLP). A well known attack to solve ECDLP is

Discrete Logarithmic

pollard Rho attack. Implementing Pollard Rho is not
possible here since o, P values vary for each
character in the block of L characters. and ‘r” value
1s different for different block. In addition this ‘r’
value 1s not public rather calculated from the
function f(x,y) and Chebyshev polynomial. So, no

question of Pollard Rho attack arises here.

V.PERFORMANCE ANALYSIS

The proposed algorithm yields the same cipher
bandwidth to that of the plain text. This reduces the
cipher size of the conventional ECC. Though the
existing mapping schemes 1,2 described above
attain considerable reduction of cipher bandwidth
the execution time is comparatively large in those
schemes. In scheme2, searching the solution y for
the taken x value in the set of points on the elliptic
curve over finite field takes much iteration.
Incrementing x by one and finding the solution is
probabilistic and sometimes the search will be

continued till the end of the last point of the set.
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Comparative encryption and decryption times are
shown in the graphs here under. The execution time
for the proposed algorithm is in fraction of seconds
where as for the existing schemes 1.2 it is more than
10 seconds for same size of data. This good feature
1s the clear evidence that the proposed algorithm

possesses best performance in various dimensions.

Encryption Time Graph

proposed scheme
scheme2
schemel

Decryption Time Graph
T T

.
proposed scheme

— scheme2

——— scheme

501

40f-

30F

20

VI. CONCLUSIONS

The proposed algorithm follows all the guidelines of
a good encryption scheme. It prevents the cipher
from many types of active and passive attacks and
keeps the cipher safe in its journey from one end to
the other. It is also faster when compared to the

existing mapping schemes. The main advantage of
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this scheme 1s it not only protects the cipher but also
reduces the cipher bandwidth of conventional ECC.
I a nutshell, the encryption algorithm presented here
1s faster, safer and reduces the cipher bandwidth. So,

it 1s efficient in all directions.
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